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l.Introduction

jdbc-support 0jAM= 2ELA pbspy £ &HESH0] SQL Injection HOt 282 2O = U= 7|5 L 25 A8 3
2|0l tHet 2Z (KX 2]) 7|52 M ST jdbe-support plugin2 0| £ AtEst=H 225t 2tojEa{2| 2 7|2 MF
£ =gt Ut
Installation
Command &0 M CtS 1t 20| HHOo{E 2510 jdbe-support pluging A X| STt

mvn anyframe:install -Dname=jdbc-support
installed(mvn anyframe:installed) & jetty:run(mvn clean jetty:run) commandE 0|23}01 MX| ZIOlE &EolsE
2 QI
™ M .

Dependent Plugins

Plugin Name Version Range

core [http://dev.anyframejava.org/
docs/anyframe/plugin/essential/
core/1.0.3/reference/htmlsingle/core.html]

2.0.0>*
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Il.Jdbc Support

E MYE SQL 22 2Z(E= MA2])stHL F2| A& Al SQL Injection I{E & EH ST 00l CHEH Warning EE
Replace XZ|E M|35ct0{ £ &2 AUAIZE &= U= 7|52 MEst= anyframe-jdbe-support 0ff CHsl 44
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1.1.AEX LFALE

* SQL Injection 22t &S L0 = U= 7150l CHE ALSAF 2 AR 78 2ot

+ £Z M SQL 2 (preparedStatement | HFOI= HA| HIHE)S Srol & TH2IE & Uk 7|
SOl CHBH ALS R 2.7 ANS T8 ot

SQL Logging &t&H 7| &EXHSte LEAA 7| 5S(ex. logdjdbe) S0| 2L} SQL Formatting 0= 7| 01&
A HZAE D, logging 2| F=I7HM 0l K27t 276t ZM & SO0| EXStct.

2| InjectionPattern / CompleteQuery = M Z Zt&EH A 0| QUC}. InjectionPattern 2| =Y = replace X{Z|
S2 M2 SQL 22 =T M m Fel/mMz| & 5= QLo{of sict.

212 FIIX| 2 FAFEE queryService & & TR O0A B40| ofL|2}jdbe 7|HEe| LREA Q1 persistence
Helo SUsHH M8 4 UCtH o EES 7

ZEX 02 logdjdoc 52| 2= A A DataSource Spy 2F Z+2 &E| 2 DataSource 7|Ht2| Connection £
wrapping 5+01 &4 Ml == sql £ B1E H XX 2| Sh= A 0| B2 SHX| 2 logdjdbe E ALE5t= A2

£ Wrapping &t Statement 2 E0{| O|2| 7}X| 10 QUCH7|jdbe.sglonly S2| logger M™| w2t 202 &
ot= 7| 582 11246t0] TtE0{H 20y, EASICt SIEELE SQL 22 HE S2 =7ts&E &Holst

1.2.p6spy

P6Spy = OFZI7IX|2 [ AFSH JDBC proxy O|Ct. CompleteQuery M 2| & 2| &t preparedStatement 2| Hf
el= ¥ 22 50| 7t55HHAM JDBC call £ delegate S22 0| € M AS| &&6HH 2|0 CHEH RHK
2|E & &35}0{ JDBC £ M&l5t= A= 7+SSIHEL. cf.) P6Spy 2| spy.properties M2 HAHF D s 7|
S22 A28t Logging = AFEX| 242 AO0|= 2 anyframe-jdbc-support 0| A{ = P6Factory 2-&t1F AOP &
Ao 2 ALEBICY. (ex. infrared-agent 2F S 5t BiAl)




2.Architecture
2.1.Architecture

dataSource - AOP Method Interceptor - JdbcAspect (p6spy connection wrapping)

InjectionPatternPostProcessor / CompleteQueryPostProcessor - Spring bean @ 2 SZ=35}0{ JdbcAspect

ol DI Bt

P6Factory = AF2X} jdbc app. LHO|A{ EHMSH= getConnection, getPreparedStatement ©0f CH
5lf InjectionPatternPostProcessor / CompleteQueryPostProcessor 7|s0| X &=l P6Connection,

P6PreparedStatement S & X| Z5HH =T}

JDBC AL s &0 L2} connection.prepareStatement(sql), preparedStatement.execute(sql) 52| p
0| A InjectionPattern X{2|, CompleteQuery XMZ|(2Z EE= 7|EtS| RIHO Z ALS KO M) & =

C}.

P6Spy Connection Wrapping
¢ PGFactory =&t

* P6Connection &Z&t

* P6 Statement/PreparedStatement/CallableStatement &t

2.2.InjectionPatternPostProcessor

SQL Injection THE 0| =XHSH=X| detect 5t11 0|0f| CH St warningE X 2| St} return void

oint

‘public void warningPattern(String sql)

ct.

o

Injection T E10i| CH3H replace X 2| & HA= sql 2 2|H

‘public String replacePattern(String sql)

Default 312 HE| A 2| warningPatterns, replacePatterns regex(d H#E 8 4Al) IHEH & bean M m 2

_= =

property2 & 2|50 0|0f| CHSt OHE! A| warn 22 & sqgl replace £ X{2|SIC}. cf.) 22| Interface TF B

_= = —

=M Implementation 2 AO|E EM0| | X} EH| Fo6 = =t

2.3.CompleteQueryPostProcessor

Z|Z SQL Z0fl thal XX 2((ex. SQL Logging)Ttrt.

‘public void processCompleteQuery(String sql)

Default 82 == A3l SQL 22 commons logging 2 £t Logger 2 &SI}, cf.)
3 8t Implementation 2 AIO|E SM0| & XtFEH # 8ol = =l

9lo

| Interface




3.Configuration

3.1.JdbcAspect

Spring 2|  MethodInterceptor £  F8&5t10

= JdbcAspect
injectionPatternPostProcessor 2} completeQueryPostProcessor £ dependency

=

=
=

=

<bean id="jdbcAspect"” class="org.anyframe. jdbc.support.aspect.JdbcAspect">

<property name="injectionPatternPostProcessor" ref="injectionPatternPostProcessor" />

</bean>

<property name="comp leteQueryPostProcessor" ref="completeQueryPostProcessor" />

AOP £ S ¢t DataSource interrupt £ XM 2|5+7| 2|5 Spring 2| aop pointcut 514
SE5l jdbcAspect S o1l =C}.

<aop:config>

A2 X|F3H0] ?{0 M

<aop:pointcut id="jdbcPointcut” expression="execution(* *..*DataSource.*(..))" />

<aop:advisor advice-ref="jdbcAspect" pointcut-ref="jdbcPointcut" />
</aop:config>

3.2.injectionPatternPostProcessor 2!
completeQueryPostProcessor 414

7|12 3692 N 25| = injectionPatternPostProcessor

<bean id="injectionPatternPostProcessor"

class="org.anyframe. jdbc.support. impl.DefaultInjectionPatternPostProcessor">
<property name="warningPatterns'>

</bean>

<list>
<value>-{2,}</value> <!-- check sql comment pattern -->
<value>'?1"'?\s*=\s*'?1"'?</value> <!-- check 1 = 1 pattern - ex. '"1' = '"1' | 1=
1, "17%="]" ==
<!-- etc .. your own patterns -->
</list>
</property>
<property name="replacePatterns">
<map>
<entry key=";" value="" /> <!-- delete query statement delimiter -->
<entry key="-{2,}" value="-" /> <!-- ex. sql comment (dash) changing - (one
dash) -->
<entry key="(?:or|OR)\s+'?1'?\s*=\s*'?1'?" value="" /> <!-- ex. delete always
true text pattern - or '1'="1" -->
<!-- etc .. your own patterns -->
</map>
</property>

7182 35O 2 N 25 = completeQueryPostProcessor

<bean id="completeQueryPostProcessor"

class="org.anyframe. jdbc.support. impl.DefaultCompleteQueryPostProcessor" />




Configuration

2|HlAM warningPatterns 2} replacePatterns 0f CHEF MAE2 & ES Al(regular expressions) 2
2 ZMMSiCt warningPatterns Lt replacePatterns £ AEF5tH SR 7|58 skip & = UCH
(injectionPatternPostProcessor bean M7 XX E Q100 ™ CH=|0d property EH 1 FAE A7)

—

HOHRA Of[A HOINMZ B|AEE Ml SHE HEHS Yof JH5 8| Holsts
25t 2 TAIEIO 2 jdbc-support 7t TS SACE M ES Al &M UM o= oYY L=

7t BRI A S ALSSHH ZE e i M30t 7HSSIER o|E H H Ak 2 =
Ch dralofl s o 20 A2 E2 &= 371 =30| & Ao|ch

3.3.log4j A A

712 28 o Z X|Z2E|= injectionPatternPostProcessor 2! completeQueryPostProcessor 0f CH &t log4j
logger Mo|= Ct=2 ot ZiCt.

<logger name="org.anyframe. jdbc.support.CompleteQueryPostProcessor" additivity="false">
<level value="INFO" />
<appender-ref ref="console" />

</ logger>

<logger name="org.anyframe. jdbc.support.InjectionPatternPostProcessor" additivity="false">
<level value="WARN" />
<appender-ref ref="console" />

</ logger>




4.7)2 73 U AR K EHE 78 ol

4.1.DefaultinjectionPatternPostProcessor

* warningPattern

p6spy E Al25tH Ald SQL 0] HO{2E 2 default &L SQL Injection IHEIZ regex 2
XM o|(Spring MAIIYU0| wamingPatterns 2 AFO|E0| E35tE IHES 0I2U2 Mo|7ls)st
0 Y HEE X522 matching H|W3t0] match =™ detect 2 EHEHSE CHZ 0[0f| CH3H
org.anyframe.jdbc.support.InjectionPatternPostProcessor Logger 2 matchEl T & X} L A8 sql
£ WARN Level 212 H7|= 222 2 warning X 2|E& & 5IULCE.

¢ replacePattern

default 2592 == SQL of CHaH Spring ALt o]| replacePatterns 2 X 9|5t regex D& !

replacement THE1 2 =X} 22 String.replaceAll 2 A BHCL.
replacePattern 22 A| R2|AlSt

Z|F query Of| CHEH MA| L2 HAHO|7| 2ol ZRE & M3 Al SQL Syntax ErrorE

[urst 4+ Uck

i

cf.) InjectionPatternPostProcessor = Spring Bean 2 2 S&6|2 2 Application 2| o{H A

0| MEX| DI 5t0f &2 7t=st

* exl. ServletFilter 2 2 = request parameter 0f| CH3H & 2 InjectionPatternPostProcessor
9| warning/replace M & 7}s.

* ex2. PreparedStatement 22| bind H= 2|7} 01242 AFE XL ®EY query parameter
Ol CHoH AFE X} DAO FAO|M MEHZE © Z InjectionPatternPostProcessor 2| replace &
2 Jt=.

o o

4.2.DefaultCompleteQueryPostProcessor

default £ =
2 INFO Level 2

|Z A& SQL of| csl org.anyframe.jdbc.support.CompleteQueryPostProcessor Logger
Z

=
o
2IE 47Ich

logger 2| appender 52 B == X|A56}H Pattern Layout O|L} target(File, DB ..) 2 XIS EH =&
== Ct.

4.3.2+%F SIS R Sample -
ThreadLocalCompleteQueryPostProcessor

jdbc &3S X(flag M%) / S(executedQuery =& 2! ThreadLocal clear) 5}0§ ThreadLocal A Z|0i| Al
ZAM{0F StCt.

[

AlX| JDBC 4IgH0| 2X0| OfL| 0 Query Bt =&35}t10 A2 A Exception & throw 5= Zo| EH& A
O|Ct. (cf. queryService E Al25t= AP stackTrace 7} = 24| £XH(queryService Logger OFF 7}+s) -
> QueryLogException S HEZ H2o|510] & & AOP 2 Exception XME|5t= G SO|A AFE X} Ul off
S Query E =[E2{F7| et 22l S22 X E8ch= Ao| HiE=gh

Sample Source




public class ThreadLocalCompleteQueryPostProcessor extends DefaultCompleteQueryPostProcessor

{

@override
public void processCompleteQuery(String sql) {
super.processComp leteQuery(sql);

if ("Q".equals(SharedinfoHolder.getJobType())) {
SharedinfoHo lder.setExecutedQuery(sql);
// throw new QueryLogException(sql);

@Test
public void testCompleteQueryPostProcessor() {
NamedParameterJdbcTemplate jdbcTemplate = new NamedParameterldbcTemplate(dataSource);

StringBuffer testSql = new StringBuffer();
testSqI.append("SELECT LOGON_ID, NAME, PASSWORD FROM TB_USER \n");
testSql.append("WHERE LOGON_ID = :logonId AND PASSWORD = :password \n");

Map<String, Object> paramMap = new HashMap<String, Object>Q);
paramMap.put (" logonId”, "admin");
paramMap.put("password”, "adminpw");

// if ThreadLocal flag set - jobType = "Q"
sharedinfoHo lder.setJobType("Q");

// execute jdbc - cf.) in ThreadLocalCompleteQueryPostProcessor,

// executes query actually cause it does not throw Exception

Map<String, Object> resultMap = jdbcTemplate.queryForMap(testSql.toString(), paramMap);
assertEquals("admin", resultmap.get("logon_id"));

assertEquals("adminpw", resultMap.get("password"));

// check the last executed query (CompleteQuery) in ThreadLocal
assertEquals(
"SELECT LOGON_ID, NAME, PASSWORD FROM TB_USER \nWHERE LOGON_ID = 'admin' AND
PASSWORD = 'adminpw' \n",
SharedInfoHo lder.getExecutedQuery());

// ThreadLocal must be cleared!
SharedInfoHolder.clearsharedinfo();

}
configuration
<!-- some ThreadLocal processing added sample -->

<bean id="completeQueryPostProcessor"
class="org.anyframe. jdbc.support.ext.ThreadLocalCompleteQueryPostProcessor" />




5.7|El} DAl

5.1.DBMS Vendor specific 7|s A2 S 2|6t
P6spyNativeJdbcExtractor 2 &

OracleLobHandler AF2 Al

Oracle @I 42 OracleLobHandler & 251 E|H LHE X 2 Z native connection ZHX| 2 casting 5}
Ct7}| exception L= 2X|7F UL

org.springframework.dao.InvalidDataAccessApiUsageException:
oracleLobCreator needs to work on [oracle.jdbc.OracleConnection], not on
[org.anyframe. jdbc.support.p6spy.P6ILConnection]:
specify a corresponding NativeldbcExtractor; nested exception is
java. lang.ClassCastException: org.anyframe. jdbc.support.p6spy.P6ILConnection

o

i
]
o

|Z| & 4~ = P6spyNativeldbcExtractor & FI7+2 &

ofo

30t

o

C}.

configuration

<!-- NativeJdbcExtractor for P6Spy -->
<bean id="nativeldbcExtractor"

class="org.anyframe. jdbc.support.p6spy.P6spyNativeldbcExtractor"
lazy-init="true">

<!-- original nativeldbcExtractor -->
<property name="nextNativeldbcExtractor" ref="commonsDbcpNativeldbcExtractor" />
</bean>

<bean id="commonsDbcpNativeldbcExtractor"

class="org.springframework. jdbc.support.nativejdbc.CommonsDbcpNativeldbcExtractor"
lazy-init="true" />

<bean id="lobHandler" class="org.springframework. jdbc.support.lob.oracleLobHandler"
lazy-init="true">

<property name="nativeldbcExtractor" ref="nativeldbcExtractor" />

</bean>

5.2.48 7Is B9

dataSource 7|Ht2| persistence X2| 7|& (ex. Spring jdbcTemplate, Anyframe queryService, iBATIS,
Hibernate S) Muto| 25 && 7+s5ICt (ORM QI A= AN Z jdbec £ Sl == LHE sal 2
2 &9l 7tsEh)

5.3.7 2| Al

logdjdbc £ &&8t SQL Logging = 7|SH22 S5E = YAHO0|2 2 resultSet logging S AHESt
X| =L} logdjdbc 2 S=20=2 X g8 T 7} giCh

p6spy Of CH Bt library dependency 2= 227} QU =0|, S p6spy-1.3.jar 2 pom dependency 2 |
= X 9|5}RiCt. cf.) Anyframe Monitoring Tool of] Ci 8t 0| 0| A E 9! infrared-agent-serviet-all-xxx.jar £

7HI ALESte A2 FHSHK| e4=Crt. infrared-agent 7t p6spy &+ Z=2 JItHZ copy 5H0 Z &6t
US(LE 7 HE)




7|E} efAtet

Oracle E3} 7|58 AI23t= 4 S (OracleLobHandler 2! P6spyNativeJdbcExtractor) commons-dbcp 0O
CH st 7| = dependency 2t0|E2{2|7} Z=XH5l o StC}.
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6.Resources

PN

ikd]
Fu

« Download p6spy [http://sourceforge.net/projects/p6spy/]

e p6spy official website [http://www.p6spy.com/]

¢ regular expression reference - basic [http://www.regular-expressions.info/reference.html]

¢ regular expression reference - advanced [http://www.regular-expressions.info/refadv.html]

11
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