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l.Introduction

IAM Plugin2 Spring Security [http://static.springsource.org/spring-security/site/index.html]|E 7|EIS 2 A X} 2l
Z 2 Aot a2 7| 2 K| 23}t= Anyframe IAM [http://anyframejava.org/project/iam]2| 7|2 &8 YIS Jio|=
ot7| st ME FE2} 0| LEAAESE EE5t=0 225 &=X 2to|2E|E8 Fd =0 Ut
Installation
Command 0| A CtS3k ZHo| BHO{E U S10] IAM plugin2 A X[ ST},

mvn anyframe:install -Dname=iam

installed(mvn anyframe:installed) & jetty:run(mvn clean jetty:run) commandE 0|23}01 MX| ZIOlE &EolsE

% lct.

Dependent Plugins

Plugin Name Version Range

Query [http://dev.anyframejava.org/docs/
anyframe/plugin/optional/query/1.1.2/ 2.0.0 > *
reference/htmlsingle /query.html]

WAS(Web Application Server)2 R 2|AlEt
CHZ 2 IAM Plugin0| MX|El ME o{Z2|7|0|Moi| LSt WASE F2|AtEto|Ct.
e JEUS

« 6.0: 1AM Plugin MX| 2 MM MZE o{Z2|H 0| M| A E25}= Spring Security 20| E2{2|2}2| E82 2|5l
JEUS 6.0 Z|Al T{X|7} MX|=|0f Qlo{of BiC}.
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I1.Secured Resource

IAM2 WebURL, Service Method, Pointcut S0 CHst ASt 22| 7|52 M S35t0q, 0]2{& Ci4t &5 =2 Secured
Resource 2t11 It IAM Plugin 0| M| & S5t0]1 WebURL EEHE ES == KR 0l| CHsHA LOotE =5 Sict.
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This is Anyframe [IAM Sample web application.

User : _ Password ; ssssssss Login Reset

2| J= 2 Web Application 7} &, IAM SAMPLE M| '€ Z&2I51H LI = stHo|Ct. eS| User /
Password Q2 MK = AL A7 SA| 2391 & £ QIEZ2 admin / admin123 0] @121 =|0{ QIC}. Login
HES YA CH2 BHEIS AT BES AL

« Search List of Director

Director Hame : el
Director Id Director Name Movies
DIRECTOR-01 Timothy Burton Alice in Wonderland
James Cameron Avatar
E Paul Greengrass Green Zone
DIRECTOR-04 allen Coulter Remember Me
DIRECTOR-05 Jim Fiedd Smith

She is Out of My League

admin M 22 219! 5t ArEXt= ROLE_ADMIN ABHE 7IX|A| E&0| o] AE2 2E ZH=52
of chet 2 Ashat, 25 Y=o tigt +F Agts 25 IR admin 24 H0| ot HHE Al
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You can enter this application using fPassviord as belows :

® UserMame : admin, Password @ adminl123, Role : ROLE_ADMIN
® UUserMame : user, Password @ userl23, Role : ROLE_USER
® Useriame : buyer, Password : buyerl23, Role : ROLE_RESTRICTED

Each Role has authorization as belowv :

* Director List : ROLE_USER, ROLE_ADMIN

* Update Director : ROLE_ADMIN
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org.springframework.security.access.AccessDeniedException:
Access is denied

* Back to Login View

37He| Astol| w2 Zf Aot A3 VHs XA E HelsHE™ ChE =2 2T
O Director List Update Director
buyer(ROLE_RESTRICTED) X X
user(ROLE_USER) 0] X
admin(ROLE_ADMIN) 0] 0]

user / userl23 @ 2 Z 1912 &t = Director Update HE 2 AISHSIH OFXI7}X| 2 Access is denied O]
MIX|7} L2 HAM AF2O0]| AN|st =Tt 0| = "/iamListDirector.do", "/iamUpdateDirector.do" & & X}2/0|
HSXI/SoZ DB SEE|0{ 7| IfZ0|C}. 0| E &2l 27| /oA DBO|A{ SECURED_RESOURCES
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SELECT - FAOM SECURED_RESOURCES
Clear Exgcute
RESOURCE_ID | SYSTEM_NAME |RESOURCE_NAME [RESOURCE_PATTERN DESCRJPTII’.‘IN_REEDURCE=T‘|'PE[ "‘
PHC_0D00001  SAMPLE List exgstution(™ anyframe iam. core. *Serdce *Bbrivdard.J) poiritcut
WEE-000002 SAMPLE Uger Update WiamUpdateDirectorudoZ url
WEE-000003  SAMPLE Dimerctor List wiamListDireclor dolZ wil

SECURED_RESOURCES E|0| 20| S25 XIYES E35 =X =2 X|HE XAIAOZ M, sl RS
AFRE}7| 9|31 M = AFSI(SECURED_RESOURCE)Z} 24 8HROLE)2 A{ 2 HO{Z|Of BtCt. 0|0f| CHEE LI
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|SELEET + FROM SECURED _RESOURCES_ROLES

Clear

RESQOURCE_ID|ROLE_ID CREATE_DATE \MODIFY_DATE

PMC_D0O0001  ROLE_UJSER 20100107 (rull
WEB-000002  ROLE_ADMIM 20100107 (rull
WEB-O00003  ROLE_USER 20100107 Ly

S{A SECURED_RESOURCES_ROLES E{|0|E0| SE= L 4AlnE™, WEB-000002
iamUpdateDirector.do) XI2l2 ROLE_ADMINO| SE =0{U=AHE E == UC| L2
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of &EE AHAof cHst M2 dtte 25 S2{=Ct 3X DBojl= Z[&?(0 ROLE_ADMINZ A|%f2
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Z ROLE_ADMIN - ROLE_USER - ROLE_RESTRICTED - IS_AUTHENTICATED_ANONYMOUSLY &9 Z H{X|
Z|0{ /204, 0| = ROLES_HIERARCHY E|O|E0{|A &to1&t 4= QICt. ROLES_HIERARCHY E{|0| 22| LHE
2 MEEM s T3 of 2ot
SELECT = FROM ROLES _HIER&RCHY
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Clear Execute
FPAREMT_ROLE CHILD_ROLE -
IS5_ALUTHEMTICATED _AROMYMOLUSLY ROLE_RESTRICTED
ROLE_RESTRICTED ROLE_LISER
ROLE_LISER ROLE_ADMIMN

o| mf Efl0|2 Ato| PARENT_ROLED} CHILD_ROLEO| QHIX O = MzZts|= Atst 27| 9 Hich 2 & o|g|
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HEE28 97| 25l IAMO|| A= IAM Admin web applicationE | Z&tC}.

IAM Admin Web Application JNE=2=N] CHEt KEM| BF g Anyframe
IAM Admin O =< [http://dev.anyframejava.org/docs/iam/1.1.0/reference/htmlsingle/
anyframeiam.html#anyframeiamadmin]E &f115}= & SiCt.
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